KomMmnnekcHoe peLueHue
Private LTE/5G «nopg kno4y»
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YacTHble MO6UNbHbIE ceTu: rae U noyemy?

B HacToslLLee BpeMst MPaKTUYECKM e AMHCTBEHHBIM PACTYLLMM CEFMEHTOM AN1S MOBWUBHbBIX ONEpPaTOPOB SIBASETCSH Cer-
MeHT B2B. KopriopaTrBHble 3aka34nkn, akTUBHO yHaCTBYHOLLME B MPOEKTax LndpoBm3aLmm, Hy>KAaTCS MOAEPHU3aLMN
CBOEI TENEKOMMYHUKALMOHHOM MHDPACTPYKTYpbl. OCOBEHHO BaXKHbIM AN HUX ABMSETCA NPeAoCTaBNeHMNE KOHKPETHbIX
YCNYT CBA3W 1 HEOOXOAMMOCTb NMOAKIKOYEHUST 60LLIOrO Konnyectsa M2M u [oT-ycTponcTB.

ObecnedeHne NPOMBbILWIEHHbIX MPEANPUATUIA COBPEMEHHbBIMW YCIyramMu CBA3K — KOMMeKcHas 3agada. O6bekTbl
3a4aCTyto He OXBaYeHbl MHMOPACTPYKTYPO ONepaToOpOB CBA3W, NPU 3TOM 6€30MacHOCTb 1 HaAeXHas ayTeHTudmKaumsa
YCTPOWCTB - HEOOXOAUMbIE YCNoBUA. VIMEHHO NOSTOMY B MOCneAHee BpeMs HabMOAAETCS B3PbIBHOM POCT NMPOEKTOB,
NONy4YMBLUMX Ha3BaHWe YacTHble MobunbHble ceTu (Private LTE/5G nnn Campus Networks), nnv mobunbHas ceTb
«B MUHMATHOpE», KOTOpast CTPOUTCA U SKCMyaTUPYETCH B MHTEpPecax KOHKPETHbIX 3aKa34MKOB.

06nacTi NPUMEHEHNS YaCTHbIX MOBUIbHbBIX ceTel (Private LTE) ceTell pasHoobpaaHbl: MHaycTpus 4.0 (6ecnpoBoaHble po6o-
Tbl M TC, aBTOMATU3aLMA NPEANPUATAI), MOHUTOPUHT 1 YNPaBEHWE KPUTUYECKON MHDPACTPYKTYPOi (9N1eKTPOCHABKEHWE,
TPaHCMOPT), MOCTPOEHME CETEN CBSI3W Ha CIIOXKHbIX OGBEKTAX C BICOKOM MIOTHOCTBIO NOTPEGUTENEN (a9pOonopThl), rae yeyri
ceTten LTE n 5G MoryT s dekTVBHO 3aMeHUTb yCTapeBatoLLme CUCTEMbI MPOPECCUOHANBHOM PAANOCBA3N.

PROTEI Private LTE/SG

OTBeYas Ha TPe6OBaHWSA COBPEMEHHOMO TENEKOMMYHUKALMOHHOMO pbiHka, HTL, MPOTEW npeanaraeT KOMAAEKCHbIe
pelleHns 0ns NocTpoeHuns ceten Private LTE/5G. Komnnekc rapaHTupyeT coBmecTumMocTb ¢ eNodeB 1 gNodeB pas-
JINYHbIX BEHAOPOB, YTO MNO3BOSSET OPraHN30BaTh CTPOMTENBCTBO YacTHbIX ceTel LTE/S5G ¢ y4eToM BCex oTpacieBbIxX
OCOBEHHOCTEN PEryMpoBaHmns, a TakxKe C y4eTOM OCOB6EHHOCTEN KaXA0ro KOHKPETHOrO 06beKTa.

PelLieHre «nog KToY» Mo Co3AaHuMIo ceTelt Private LTE/5G ot HTL| NMPOTEW o6ecneqnsaeT BO3MOXHOCTb ONTUMAsbHOIO
pa3BepTbiBaHKA sapa ceTu Private LTE/5G Option 3 NSA ¢ BO3MOXHOCTbH MaclLTabvpoBaHNs OT COTEH A0 AECATKOB
TbICAY YCTPOWMCTB 1 aboHeHTOB. Halun pelueHus Private LTE/5G noMoryT KnveHTam co3AaThb YHUKANbHYH COTOBYHO
MHDPaCTPYKTYPY, rapaHTUPYIOLLYKO MOKPLITUE, BbICOKMIA YPOBEHb HE30MACHOCTUN 1 O6ECTIEHMBAIOLLYHO HEOBXOAVMYHO
MPOMYCKHYIO CMOCOBHOCTb.

Komnnekc naeaneH Ana npefocTaBneHns LWMPOKOro CrekTpa YCyr KOPnopaTuBHbLIM KIIMEHTaM: ronocoBas CBS3b
(VOLTE/VoNR), 06MeH COOBLLEHUSIMM, YCAYTX Nepefayn AaHHbIX, BKIOYas LWMPOKOMNONOCHbIe, Takne Kak BuaeoHabto-
neHve yepes LTE, rpynnoas cessb U MCPTT-byHKUMOHan, otcnexmnsanve TC, ynpaBneHue yCTpOMCTBaMM 1 gpyrue.

MpenmyuiecTBa:
+ TIOMHbIN CMEKTP PeLLEeHWI MO YNPaBIEHNO A4POM - lNoanepxka 56 NSA
CeTV 1 NOAKAYEHNEM ANt KOPMOPATUBHOMO PbIHKA + BbICOKMI ypOBEHb 6e30MacHOCTH
» CoortsetcTaue cTaHAapTaM 3GPP Rel. 15,16 - Inpokuit Ha6op 6a30BbIX 1 AOMONHUTENBHbIX
+ AganTaums noa KOHKPETHble TpeboBaHMsA 3aKasymka cepeucos
+ COBMeCTMMOCTb C 060py0BaHNEM CTOPOHHMX * BO3MOXHOCTb MOCTaBKM B paMKax OfJHOro cepsepa
npousBoauTenei (All-in-one)
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CocTaB KoMMnekca:

- BazoBblit Ha6op NnaThopm Ans
noctpoeHuns aapa Private LTE/5G NSA:
SGW, MME, HSS, PGW

+ lMnaTdopm ynpaBneHnsa NoanTukamm
obCcny>KnBaHna 1 aHanmsa Tpaduka: PCRF,
DPI

+ [onocoBsble cepsuchbl: MCPTT, IMS

+ YnpaBreHue NoakIroYeHNAMM

basoBbliii Habop nnaTdhopm

HLR/HSS/AUC

HLR/HSS/AUC — BbICOKONPOM3BOAUTENBHOE PELLEHNE, MPeACTaBAsAOLWEee COBON CNeumananpoBanHHyro 6asy AaHHbIX,
KOTOpast COAEPXKUT MHPOPMaLIMIO O Kaxaon noanucke (SIM-kapTe) Ana TEPMUHANOB WK YCTPOMCTB, KOTOPbIe MOryT
ObITb 3apeErnCTpUpOBaHbI B ceT. CUcTeMa COAEPXXNUT MHMOPMAaLMIO 06 aAMUHUCTPATUBHOM COCTOSIHUW, HACTPOMKaX,
napameTpax NoAnUCKM abOHEHTOB, TEKYLLEM MECTOMONOXEHUW U APYTYHO.

BcTpoeHHas cuctema ayteHTudmkaummn (AuC) peannsyeTt Bce OCHOBHbIE anropuTMbl ayTeHTudnKaLmm, Hanpumep, Milenage,
COMP 128 v2/v3 1 n TUAK, a Tak>Ke HOBble, NpefiHa3HadYeHHble Ansa ans 5G ceTell. AGOHEHTCKME faHHble, NoAAep>KMBaEMble
MPOTOKOJbI U UHTEPMECHI pean30oBaHbl B CTPOrOM COOTBETCTBMM CO CTaHgapTamu 3GPP. MPOTEN HLR/HSS/AUC peani-
3yeT byHKUMM SAE-HSS (Bkntoyast Nb-I0T) 1 IMS-HSS v npymerm ansa sHeaperns IMS 1 MCPTT cepBucoB.

MME

Y3en ynpasneHusa MobunbHocTbro MME siBAseTcs ktoueBbIM y3noM B LTE-ceTaAx, ocyLecTBAAET ynpaBneHne Mobub-
HOCTbtO, MoJyYeHre Npoduna Noannckn na HSS, ynpasneHne kaHanamm 1 ob6ecneumBaeT ayTeHTUdMKaLmo ONa BCeX
YCTPOWCTB, 3aperncTpmpoBaHHbIX B ceTh 4G. Halua cnuctemMa peannsoBaHa B MOSIHOM COOTBETCTBUM C MeXAyHapo[-
HbIMW cTaHAapTamn 3GPP 1 noaaepyXmnsBaeT BeCb HEOOX0AMMbIN DYHKLMOHAN: BbIGOP KaHana nepefadv, lWindpoBaHme
1 3almTa uenoctHocTn NAS-coobLLIEHMI, BCe BUAbI MpoLeayp curHanmaaumn, S1, npoueaypbl XaHaoBepa Mexay SGW
n MME n T. o. MME nogaep>xmBaeT nHTepdenc Nb-10T k SCEF.

SGW

SGW o1 HTL| MPOTEWM obecneunsaeT ahdGeKTUBHYIO MapLLIpYTU3aLMIO 1 Nepefady nofb30BaTeNbCKUX MakeToB AaH-
HbIX, @ TAKXXe BbICTyNaeT B Ka4eCTBE «AKOPsA» MOBWUIBHOCTM Ha YPOBHE MOMb30BaTeNel Npy BbIMOHEHUM NpoLeayp
xaHAoBepa Mexay yanamn eNodeB 1 B kayecTBe «skops» MOBUNBbHOCTU Mexay ceTamu LTE 1 ceTamu Ha 6ase Apyrux
3GPP TexHonoruii. CucteMa coxpaHsieT laHHble 06 yCTaHOBNEHHbIX KoHTekcTax (PDP context/bearer), korfa TepMuHan
NoJSIb30BaTeNsd HaXOAUTCA B PEXUME OXKUAAHUSA.

SGW Takke ynpaBnsieT U xpaHuT UE-KOHTEKCTbI, Hanpumep, napameTpbl IP-coeamnHeHnst 1 MHhopMaLMiO O BHYTPEHHEN ce-
TEBOW MapLUpyTH3aLmMN. MPOTEW SGW paboTaeT ¢ BblAeNeHHbIMM U CTaHAAPTHBIMM KOHTEKCTaMM, U MOXET MOAAEPXMBATb
HECKOSIbKO CEaHCOB/KOHTEKCTOR 471 OAHOro aboHeHTa. MHTepdeiickl S5 1 S8 ansa B3aumogencTeus PDN GW n S1-U ans
B3anmMogelcTeus ¢ eNodeB peanvsoBaHbl B COOTBETCTBMM C Hanboee akTyanbHbIMU BepcusiMm cTaHaapToB 3GPP.

PGW

PGW tyHKLMOHMPYET B Ka4eCTBe CETEBOrO LUKO3a A5 MakeTHON NepefjaYn AaHHbIX B CeTeBOW apxuTekType 4G/LTE.
OH OTBeYaeT 3a MapLUpyTU3aLIMIO AaHHbBIX MEXY NMaKETHbIM SAPOM CETU MO NPOTOKoNy GTP 1 BHeWHUMUK IP-ceTamu.
Mo3BONSAET Nerko OCyLIeCTBAATb MHTErpaLmto ¢ aieMeHTaMm ceTv 6narogaps noaaepskke Gi/SGi, S5, Gx nHTepdbecoB
0N nepefayvn CUrHanbHbIX COOBLLEHNI N AaHHBIX A9 YCTAaHOBAEHNUS 1 MOoAAEeP)KaHMA abOHEHTCKMX PDP-KOHTEKCTOB,
a TaKkKe Ana obecrneveHns Tapudukaumumn yeiyr nepeaadmn aaHHbix. PGW paspa6otku HTL, MMPOTEM ruéko MacLutabu-
pyeTcst NoA TeKyLmne NoTPeBHOCTH KINEHTa.



D,OI'IOHHVITQH bHbl€ CUCTEMDbI
Policy Controller (PCRF)

NHTennekTyanbHbI y3en ynpaBaeHust napamMeTpamMu Ka4yecTBa 06CNy)KMBaHMA 1 NpaBiiaMu TapudukaLmm MobuabHbIX
aboHeHToB. OcHallleHHbI NerkoynpasaseMbiM MoayneM NpUHATUS pelleHnii, Policy Controller no3sonsieT peannsoBaTb
Ntobble NpaBuna obCnyXmMBaHusa 1 Tapudurkaumm, obecneynBast AMHaMUYECKOe pacnpeaeneHne CETEBbIX PECYPCOB.

Policy Controller no3BonsieT MeHATb CBOMCTBA NPEAOCTABAAEMOro aboHEHTY KaHana 1 npaBwnia TapudukaLmm Henocpea-
CTBEHHO BO BpEMS CECCUM B 3aBMCUMOCTM OT TUMA YCyrk, MapamMeTpoB Npoduis aboHeHTa, AaTbl/BPEMEHN 1 KOMaH
13 BHELLHWX cnucTeM. [ns nHterpaumn ¢ EPC peannaoBaH Gx-uHTepdeiic, ans obecneveHns B3anMoaenCTB1A C S4POM
IMS n MCPTT nopaepyxmBaeTcs Rx nHTepdelic.

Mnatdopma MPOTEN DPI

MPOTEW DPI — 8TO BbICOKONPOU3BOAUTESbHbIV MPOrPaMMHbI KOMNEKC AN 06paboTKU NakeTHOro Tpaduka ¢ Bo3-
MOXHOCTbO ry6okoro aHannaa naketos (Deep Packet Inspection). Mnatdopma no3sonseT ahdeKkTUBHO yNpaBnsTb
NPOLIECCOM pacnpeaeneHnst CETEBbIX PECYPCOB N MPUMEHEHMS MONUTUK OOCAYXXMBaHNS B 3aBUCUMOCTM OT TUMa Tpaduka
Ha YPOBHE MOTOKOB AaHHbIX KaXKJoro aboHeHTa.

Mnathopma ahHEKTUBHO AETEKTMPYET NtOBbIE MPOTOKO/bI C MOMOLLBFO METOAOB CTAaTUCTUYECKOrO aHanmaa 1 No3BoNseT
N1erko co3faBaTb HOBblE CEPBMChI M pacno3HaBaTb MPOTOKOSbI, UCNOb3YA PEryApHO OBHOBIAEMYIO 6a3y curHaTyp.
Mnatdopma NoaaepXMBaeT ynpaBaeHne GUTPENTOM C YY4ETOM NOSUTUK OBCNYXKMBaHUSA, NOAAEPXKMBAET NpUopuTe3a-
umto Tpadwmka ToS/DSCP. B cucTema peannsoBaHbl nHTepdeichl Gx 1 Gy (DIAMETER). Bnarogapst nogaepskke RADIUS
1 DIAMETER (Gx) cucTema TakyKe BbINOMHAET QYHKLMIO AEHTUhUKALIMN aBOHeHTa.

IMS/MCPTT (Mission Critical Push-to-Talk)

Mnatdopma MCPTT (Mission Critical Push-to-Talk) nossonsieT opraHn3oBaTh NMoSHOLEHHYH paamocBasb Mexxay 3GPP 1 He-
3GPP aboHeHTaMM Ha Haze CyLLEeCTBYHOLLEN MHDPACTPYKTypbl ceTel 4G/5G, Brkntodas Private LTE/5G. PelueHne MOXET 6bITb
Pa3BEPHYTO B TKOOOI CETEBOM Cpeae M MHTErPMPOBAHO B YaCTHYHO MOBUbHYHO CETb 6€3 NpepbiBaHNs ee GYHKLMOHNPOBaHHS.
MoXeT paboTaTb C IKObIMU YCTPONCTBaMU U IP-TepMuHanamu, NoAAePKMBaOLLMMY cTaHAapTbl MCPTT.

Mnatdopma obecnedmBaeT 06paboTKy rPyNNOBbIX M MHANBUAYANbHbIX BbISOBOB B MOMYAYMIEKCHOM PEXUME, MOAAEPKM-
BaET 3KCTPEHHbIE PYNMOBbIE U/WUNN LUIMPOKOBELLATEbHbIE BbI3OBbI, MPUMEHHAET NMPUOPUTESALMIO FPYMNMNOBbLIX BbI30BOB
Ha OCHOBE [iaHHbIX 1 MpaBui aboHeHTa. Takke 06eCneUBaeTCS MOHUTOPWHI OTAENbHbIX BbISOBOB B MOTHOAYMIEKCHOM
PeXMME C MCNONb30BaHNEM TexHONorMn VOLTE 1 dbyHKLUMS NpUCOeANHEHNST aBOHEHTOB K YXKe YCTaHOBAEHHOMY rpynmo-
BOMY W/WIN LUMPOKOBELLATENbHOMY BbI30BY. BbINOMHAET QYHKLMM TPYyMNnoBbIX BbI3OBOB Ha OCHOBE cTaHhapTta MCPTT
(3GPP TS 22.179) n apxutekTypbl MCPTT (3GPP TS 23.179).

Bce kntoueBble npenmylecTBa TexHonornm MCPTT NoMHOCTbIO peann3oBaHbl B HalleM pelleHnu. MNnatdhopma rapaHTu-
PYET BbleNeHNe KaHanoB 419 aBOHEHTCKMX BbI30BOB C HaVBbLICLLMM NPUOPUTETOM (KpUTmdeckmne Bbi3oBbl, LWR), one-
paTMBHOE BblAeNeHMEe PAaANOPECYPCOB 1 MPUOPUTU3ALMIO TpaduKa, FONOCOBYHO M BUAEOCBA3b, FPYyNMNOBOE yNpaBieHne
1 QYHKLMOHMPOBAHWE Yepes BblJeleHHoe Un BCTpoeHHoe aapo IMS. B ceoto ovepeab MNMPOTEN IMS npefoctasnaet
FOTOBOE peLleHume «noa KNroy», coBMmecTumoe ¢ 3GPP, anga goctaeku yenyr P2P VoLTE B yacTHbIX ceTax LTE.

Cuctema Tapudukaummn n M2M nnatdpopma

MPOTEM M2M — nnatdopma ynpasieHus yciyramu, ycTpoicteamu M2M (Device Management/SIM management)
¥ NOANMCKaMM, CneumanbHo paspaboTaHHasn Ana 06CayxxmMBaHus ycTponcTe M2M 1 oTBevatoLas TpeboBaHuam loT-npo-
exToB. MPOTEW OCS/M2M o6ecrieunBaeT opraHnsaLmio YCNyr CBA3WN 49 MEXMAaLIMHHOIO B3aUMOLENCTBUA, @ TaKXKe
ynpasneHune nmu. KoHTponb 3a SIM-kapTamu 1 cyeTamu, GopMUpoBaHmne TpUrrepoB No pacxoay Tpaduka, NprBsaska
IME| K a60HeHTY, nony4eHne nHdopMaumm 0 MecTononoxernmm, GyHkuma IMEI-lock n gpyrine, aktyanbHble ans paboTbl
B Ka4yecTBe M2M cuCTeMbI, YCNELLHO peann3oBaHbl Ha 6a3e Hallero peLLeHus.

BcTpoeHnHblin Self-Care USSD/SMS Moayfb 1 CUCTEMA OMOBELLEHNS C BO3MOXHOCTb UCMOMNb30BaHMS Pas3NnyHbIX
kaHanos (SMS / email / WEB portal 1 iip.) pacluvpsieT BO3MOXHOCTW CUCTEMbI AN 9DOEKTUBHOIO B3aMMOAENCTBIS
C KIIMeHTaMu. B cucteme npegycMOTpeH YAOOHbIN BE6-KabUHET C BO3MOXHOCTBHO pa3rpaHuyenmns npas 4OCTyna.
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